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DESCRIPTION 

ANTI-THEFT DEVICE FOR VEHICLE 

5 TECHNICAL FIELD 

The present invention generally ' relates to anti- 
theft devices for vehicles, and more particularly, to an 
anti-theft device for a vehicle whereby a locked vehicle 
10 door is iinlocked or a stopped vehicle engine is started in 
a case where hijman body certification information of a 
human is confirmed or an electronic key held by the human 
is confirmed. 

15 BACKGROUND ART 

An anti-theft device, whereby human body 
certification information such as a fingerprint or an 
iris /retina of a driver seated on a driving seat is read 

20 and a vehicle can be driven in a case where the human body 
certification information is confirmed, is known. See 
Japan Laid-Open Patent Publication No. 2000-311220. 
According to the above-mentioned device, since the driving 
of the vehicle can be permitted for only a person being 

25 permitted to drive the vehicle in advance, it is possible 
to achieve a higher security level regarding driving of 
the vehicle and effectively prevent vehicle theft. 

However, in a case where plural device provided 
in the vehicle are operated, it is necessary to read and 

30 confirm the human body certification information of the 
user for operating each machine such as unlocking the 
vehicle door or starting the vehicle engine. Hence, while 
a high security is achieved, it is necessary to provide a 
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device for confirming the human body certification 
information for each machine and therefore the size of the 
entirety of devices installed in the vehicle is large. 

5 DISCLOSURE OF THE INVENTION 

Accordingly, it is a general object of the 
present invention to provide a novel and useful anti-theft 
device for a vehicle. 

10 Another and more specific object of the present 

invention is to provide an anti-theft device for a vehicle 
whereby unlocking a vehicle door and starting a vehicle 
engine can be realized with a simple structure and without 
loosing security. 

15 The above object of the present invention is 

achieved by commonly confirming human body certification 
information in the anti-theft vehicle device. 

More specifically, the above object of the 
pjcesent invention is achieved by an anti-theft systCTi for 

20 a vehicle, including: 

certifying means of an electronic key for 
getting in the vehicle, the means being for certifying the 
electronic key held by a person who intends to get in the 
vehicle; 

25 human body certification information certifying 

means, the means being for confirming human body 
certification information of the person; 

door lock control means for unlocking a vehicle 
door in a case where the electronic key is certified by 

30 the certifying means of the electronic key for getting in 
the vehicle and the himan body certification information 
of the person is confirmed by the human body certification 
information certifying means in a state where the door is 



L 



-3- 

unlocked; 

memory means for memorizing ID information of 
the electronic key when the vehicle door is unlocked by 
the door lock control means based on the electronic key 
5 being certified by the certifying means of the electronic 
key for getting in the vehicle and the human body 
certification information of the person is confirmed by 
the human body certification information certifying means ; 

certifying means of an electronic key for 
10 starting an engine, the means being for certifying the 

electronic key held by a person who intends to start the 
engine ; and 

engine starting control means for starting the 
engine of the vehicle in a case where the electronic key 

15 is certified by the certifying means of the electronic key 
for starting the engine and the electronic key is an 
electronic key whose ID information is memorized in the 
memory means, after the vehicle door is unlocked by the 
door lock control means. 

20 In the above-mentioned invention, the door is 

unlocked in a case where the electronic key is certified 
and the human body certification information of the person 
is confirmed- When the vehicle door is unlocked, the ID 
information of the electronic key is memorized in the 

25 memory means. After that, the engine is started only when 
the electronic key is certified by the certifying means of 
the electronic key for starting the engine and the 
electronic key is an electronic key whose ID information 
is memorized in the memory means. Under this structure, 

30 it is not necessary to confirm the human body 

certification information of the person getting in the 
vehicle at the time of starting the engine for the purpose 
of ensuring security regarding the starting of the engine. 
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Accordingly, it is possible to make the size of the device 
small without reducing the security and to achieve a low 
cost. In addition, since the engine is started only when 
the electronic key is certified by the certifying means of 
5 the electronic key for starting the engine and the 

electronic key is an electronic key whose ID information 
is memorized in the memory means, it is possible to 
prevent a decrease in the security when the engine is 
started. 

10 The memory means may memorize, in advance, a 

maximvim number of times for permitting starting the engine 
after the door is unlocked by the door lock control means, 
and 

the engine starting control means may allow 

15 starting the engine for the permitted maximum number of 

times memorized in the memory means by the electronic key 
which is certified by the certifying means of the 
electronic key for starting the engine and whose ID 
information is memorized in the memory means, after the 

20 door is \inlocked by the door lock control means. 

Under this structure, it is possible to permit 
starting the engine plural times after the door is 
unlocked and to restart the engine plural times after the 
failure of the starting of the engine, so that it is 

25 possible to irrprove the convenience to the person getting 
in the vehicle. 

The mCTiory means may memorize, in advance, a 
maximum number of times for permitting starting the engine 
after the door is unlocked by the door lock control means , 

30 the maximum number being set for every electronic key 
which is certified and registered, and 

the engine starting control means may allow 
starting the engine for the permitted maximum number of 
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tiines memorized in the memory means by the electronic key 
which is certified by the certifying means of the 
electronic key for starting the engine and whose ID 
information is memorized in the memory means, the maximum 
5 number corresponding to the electronic key and being 

memorized in the memory means, after the door is unlocked 
by the door locking control means. 

Under this structure, it is possible to permit 
starting the engine plural different times after the door 
10 is unlocked and to restart the engine plural different 

times after the failure of starting the engine for every 
electronic key, so that it is possible to start the engine 
in a state of being consistent with each person getting in 
the vehicle. 

15 The memory means may memorize, in advance, a 

maximim number of times for permitting starting the engine 
after the door is unlocked by the door lock control means, 
the maximum number being set for every person who is 
certified and registered, and 

20 the engine starting control means may allow 

starting the engine for the peimitted maximum number of 
times memorized in the memory means by the electronic key 
which is certified by the certifying means of thQ 
electronic key for starting the engine and whose ID 

25 information is memorized in the memory means, the maximum 
number corresponding to the person whose human body 
certification information is confirmed by the human body 
information certifying means at the time when the door is 
unlocked by the door locking control means , the maximum 

30 number being memorized in the memory means, after the door 
is unlocked by the door locking control means . 

Under this structure, it is possible to permit 
starting the engine plural different times after the door 



is unlocked and to restart the engine plural different 
times after the failure of starting the engine for every 
person, so that it is possible to start the engine in a 
state of being consistent with each person getting in the 
5 vehicle. 

The engine starting control means may include 
permission number reducing means for reducing the number 
of times of permission for starting the engine by using 
the electronic key which is certified by the certifying 

10 means of the electronic key for starting the engine and 
whose ID information is memorized in the memory means, 
when a designated time during which the engine is 
continued being run passes. 

Under this structure, since the permitted 

15 number of times for starting the engine is not decreased 
as long as the engine does not continued to run, it is 
possible to make the permission number as small as 
possible even if the failure of the starting of the engine 
is considered. 

20 The above-mentioned object of the present 

invention is achieved by an anti-theft system for a 

vehicle , including : 

certifying .means of an electronic key for 

getting in the vehicle, the means being for certifying the 
25 electronic key held by a person who intends to get in the 

vehicle; 

human body certification information certifying 
means, the means being for confirming human body 
certification information of the person; 
30 door lock control means for unlocking a vehicle 

door in a case where the electronic key is certified by 
the certifying means of the electronic key for getting in 
the vehicle and the human body certification information 
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of the person is confirmed by the human body certification 
information certifying means in a state where the door is 
unlocked ; 

writing means for writing information that the 
5 human body certification information is confirmed in the 
electronic key as readable or delete-able information, 
when the vehicle door is unlocked by the door lock control 
means based on the electronic key being certified by the 
certifying means of the electronic key for getting in the 
10 vehicle and the human body certification information of 

the person being confirmed by the human body certification 
information certifying means; 

certifying means of an electronic key for 
starting an engine, the means being for certifying the 
15 electronic key held by a person who intends to start the 
engine ; and 

engine starting control means for starting the 
engine of the vehicle in a case where the electronic key 
is certified by the certifying means of the electronic key 

20 for starting the engine and the information that the human 
body certification information is certified is written in 
the electronic key, after the vehicle door is unlocked by 
the door control means . 

In the above-mentioned invention, the door is 

25 unlocked in a case where the electronic key is certified 

and the human body certification information of the person 
is confirmed. When the vehicle door is unlocked, the 
information that the human body certification information 
is confirmed is written in the electronic key. After that, 

30 the engine is started only when the electronic key held by 
the person who intends to start the engine is certified by 
the certifying means of the electronic key for starting 
the engine . and the information that the human body 
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certification information is confirmed is written in the 
electronic key. Under this structure, it is not necessary 
to confirm the human body certification information of the 
person getting in the vehicle at the time of starting the 
5 engine for the purpose of ensuring security regarding the 
starting of the engine. Accordingly, it is possible to 
make the size of the device small without reducing the 
security and to achieve a low cost. In addition, since 
the engine is started only when the electronic key held by 

10 the person who intends to start the engine is certified by 
the certifying means of the electronic key for starting 
the engine and the information that the human body 
certification information is confirmed is written in the 
electronic key, it is possible to prevent a decrease in 

15 security when the engine is started. 

The above-object of the present invention is 
achieved by an anti-theft system for a vehicle, including: 

certifying means of an electronic key for 
starting a vehicle engine, the means being for certifying 

20 the electronic key held by a person who intends to start 
the vehicle; 

human body certification information certifying 
means, the means being for confirming human body 
certification information of the person; 

25 engine starting control means for starting the 

engine in a case where the electronic key is certified by 
the certifying means of the electronic key for starting 
the engine and the human body certification information of 
the person is confirmed by the human body certification 

30 information certifying means in a state where the engine 
is stopped running; 

memory means for memorizing ID information of 
the electronic key when the engine is started by the 



engine starting control means based on the electronic key 
being certified by the certifying means of the electronic 
key for starting the engine and the hiaman body 
certification information of the person being confirmed by 
5 the human body certification information certifying means; 

certifying means of an electronic key for 
getting in the vehicle, the means being for certifying the 
electronic key held by a person who intends to get in the 
vehicle ; and 

10 door locking control means for unlocking the 

door in a case where the electronic key is certified by 
the certifying means of the electronic key for getting in 
the vehicle and the electronic key is an electronic key 
whose ID information is memorized in the memory means, 

15 after the engine is started by the engine starting control 
means . 

In the above-mentioned invention, the engine is 
started in a case where the electronic key is certified 
and the human body certification information of the person 

20 who intends to start the engine is confirmed. When the 
engine is started, the ID information of the electronic 
key is memorized in the memory means. After that, the 
door is unlocked only when the electronic key is certified 
by the certifying means of the electronic key for getting 

25 in the vehicle and the electronic key is an electronic key 
whose ID information is memorized in the memoiry means. 
Under this structure, it is not necessary to confirm the 
human body certification information of the person getting 
in the vehicle at the time of unlocking the door for the 

30 purpose of ensuring the security regarding the unlocking 

of the door. Accordingly, it is possible to make the size 
of the device small without reducing the security and to 
achieve a low cost. In addition^ since the door is 
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unlocked only when the electronic key is certified by the 
certifying means of the electronic key for getting in the 
vehicle and the electronic key is an electronic key used 
for starting the engine, it is possible to prevent a 
5 decrease in security when the engine is started. 

The memory means may memorize, in advance, a 
maximum number of times for permitting unlocking the door 
after the engine is started by the engine starting control 
means , and 

10 the door locking control means may allow 

unlocking the door for the permitted maximum number of 
times memorized in the memory means by the electronic key 
which is certified by the certifying means of the 
electronic key for getting in the vehicle and whose ID 

15 information is moiiorized in the memory means, after the 
engine is started by the engine starting control means. 

Under this structure, it is possible to permit 
unlocking the door plural times after the engine is 
started and to re-unlock the door plural times after the 

20 failure of unlocking the door,, so that it is possible to 
improve the convenience to the person getting in the 
vehicle. 

The memory means may memorize, in advance, a 
maximim number of times for permitting unlocking the door 

25 after the engine is started by the engine starting control 
means, the maximum number of times being set for every 
electronic key which is certified and registered, and 

the door locking control means may allow 
unlocking the door for the permitted maximum number of 

30 times memorized in the memory means by the electronic key 
which is certified by the certifying means of the 
electronic key for getting in the vehicle and whose ID 
information is memorized in the memory means, the maximiom 
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niimber corresponding to "the electronic key and being 
memorized in the memory means, after the vehicle is 
started by the engine starting control means. 

Under this structure, it is possible to permit 
5 unlocking the door plural times after the engine is 

started and to re-unlock the door plural times after the 
failure of unlocking the door for every electronic key, so 
that it is possible to start the engine in a state of 
being consistent with each person getting in the vehicle. 

10 ' The memory means may memorize, in advance, a 

maximum nimber' of times for permitting unlocking the door 
after the engine is started by the engine starting control 
means, the maximum number being set for every person who 
is certified and registered, and 

15 the door locking control means may allow 

unlocking the door for the permitted maximum number of 
times memorized in the memory means by the electronic key 
which is certified by the certifying means of the 
electronic key for getting in the vehicle and whose ID 

20 information is memorized in the memory means, the maximum 
number corresponding to the person whose human body 
certification information is confirmed by the human body 
information certifying means at the time when the engine 
is started by the engine starting control means, the 

25 maximiam nimber being memorized in the memory means, after 

the engine is started by the engine starting control means . 

Under this structure, it is possible to permit 
unlocking the door plural times after the engine is 
started and to re-unlock the door plural times after the 

30 failure of unlocking the door for every the person, so 
that it is possible to start the engine in a state of 
being consistent with each person getting in the vehicle. 
The door locking control means may include 
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permission niomber reducing means for reducing the number 
of time of permission for unlocking the door by using the 
electronic key which is certified by the certifying means 
of the electronic key for getting in the vehicle and whose 
5 ID information is memorized in the memory means, when the 
vehicle door is unlocked and then opened. 

Under this structure, since the permitted 
nvunber of times for unlocking the door is not decreased as 
long as the door is not opened after being unlocked, it is 
10 possible to make the permission number as small as 

possible even if the failure of -unlocking the door is 
considered. 

The above-mentioned object of the present 
invention is achieved by an anti-theft system for a 
1 5 vehicl e , including : 

certifying means of an electronic key for 
starting a vehicle engine, the means being for certifying 
the electronic key held by a person who intends to start 
the vehicle; 

20 human body certification infoimation certifying 

means , the means being for confirming himan body 
certification information of the person; 

engine starting control means for starting the 
engine in a case where the electronic key is certified by 

25 the certifying means of the electronic key for starting 

the engine and the human body certification information of 
the person is confirmed by the human body certification 
information certifying means in a state where the engine 
is stopped running; 

30 writing means for writing information that the 

human body certification information is confirmed to the 
electronic key as readable or delete-able information, 
when the engines is started by the engine starting control 
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means based on the electronic key being certified by the 
certifying means of the electronic key for starting the 
engine and the himan body certification information of the 
person being confirmed by the human body certification 
5 information certifying means; 

certifying means of an electronic key for 
getting in the vehicle^ the means being for certifying the 
electronic key held by a person who intends to get in the 
vehicle ; and 

10 door locking control means for unlocking the 

door in a case where the electronic key is certified by 
the certifying means of the electronic key for getting in 
the vehicle and information that the human body 
certification information is confirmed is written in the 

15 electronic key^ after the engine is started by the engine 
starting control means. 

In the above-mentioned invention^ the engine is 
started in a case where the electronic key is certified 
and the human body certification information of the person 

20 who intends to start the engine is confirmed. When the 
engine is started, the information that the human body 
certification information is confirmed is written in the 
electronic key. After that, the door is unlocked only 
when the electronic key is certified by the certifying 

25 means of the electronic key for getting in the vehicle and 
the information that the human body certification 
information is confirmed is written in the electronic key. 
Under this structure, it is not necessary to confirm the 
human body certification information of the person getting 

30 in the vehicle at the time of unlocking the door for the 
purpose of ensuring the security regarding unlocking the 
door. Accordingly, it is possible to make the size of the 
device simple without reducing the security and achieve a 
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low cost. In addition, since the door is unlocked only 
when the electronic key is certified by the certifying 
means of the electronic key for getting in the vehicle and 
the information that the hioman body certification 
5 information is confirmed is written in the electronic key, 
it is possible to prevent a decrease in security when the 
engine is started. 

Other objects, features, and advantages of the 
present invention will become more apparent from the 
10 following detailed description when read in conjunction 
with the accoirtpanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

15 FIG. 1 is a block diagram showing a system 

structure of an anti-theft vehicle device of a first 
embodiment of the present invention; 

FIG. 2 is a flowchart of a control routine 
implemented by the anti- theft vehicle device of the first 
20 embodiment of the present invention; 

FIG. 3 is a schematic view showing a state 
transition of an engine start permission counter of the 
first embodiment; 

FIG. 4 is a block diagram showing a system 
25 structure of an anti- theft vehicle device of a second 
embodiment of the present invention; 

FIG. 5 is a flowchart of a control routine 
iirtplemented by the anti-theft vehicle device of the second 
embodiment of the present invention; 
30 FIG. 5 is a table showing a maximum permission 

number of times set for each electronic key, of starting 
an engine after a vehicle door is locked or a maximum 
permission number of times of unlocking of the vehicle 
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door after the engine is started; and 

FIG. 7 is a table showing a maximum permission 
number set for each person, of starting the engine after 
the vehicle door is locked. 

5 

BEST MODE FOR CARRYING OUT THE INVENTION 

A description is next given, with reference to 
FIG. 1 through FIG. 1 , of embodiments of an an ti- the ft 
10 device for a vehicle of the present invention. 

[First embodiment] 

FIG. 1 is a block diagram showing a system 
structure of an anti-theft vehicle device 10 of a first 

15 embodiment of the present invention. As shown in FIG. 1, 
the anti-theft vehicle device 10 of the first embodiment 
of the present invention includes a door lock control 
device 12 and an engine starting device 14 Installed in a 
vehicle. The door lock control device 12 switches locking 

20 and unlocking of doors provided in the vehicle by using a 
door lock motor 16. A separated door lock motor 16 is 
provided for each vehicle door. The starting device 14 
iirplements starting of an engine provided in the vehicle 
for vehicle power by using' an engine starter 18. 

25 The anti-theft vehicle device 10 further 

includes a certifying device 20 of an electronic key for 
getting in a vehicle and a certifying device 22 of an 
electronic key for starting an engine which are installed 
in the vehicle, and an electronic key 24 held by a person 

30 getting in the vehicle. ID information for identifying 
the key is installed in the electronic key 24. The 
electronic key 24 has a function for encoding a signal 
(hereinafter ""response signal") including a designated 
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response code and an ID code of the electronic key 24 
based on a request from the outside and for sending them. 
The certifying device 20 of the electronic key for getting 
in the vehicle and the certifying device 22 of the 
5 electronic key for starting the engine memorize the ID 

information of the electronic key 24 that is certified and 
registered in advance to be permitted to be used for the 
vehicle. The electronic key 24, where the ID information 
is memorized for a single vehicle and which is certified 

10 and registered, is normally plural in niombers because 
there needs to be a master key, a spare key and others. 

An approach detection sensor 26 provided in the 
vicinity of a door outer handle of a vehicle door is 
connected to the certifying device 20 of the electronic 

15 key for getting in the vehicle. The approach detection 

sensor 26 includes an antenna for receiving and sending a 
signal. In a state where the vehicle engine is not 
running and all of the vehicle doors are locked, the 
approach detection sensor 26 periodically sends a signal 

20 (hereinafter ''vehicle room outside request signal") for 
requesting a response by the electronic key 24 from the 
antenna toward the outside of the vehicle room in the 
vicinity of the vehicle door and receives a. response 
signal sent from the electronic key 24. The approach 

25 detection sensor 26 detects whether a person having the 
electronic key 24 exists outside of the vehicle room in 
the vicinity of the vehicle based on the existence of a 
receipt of the response signal after the vehicle room 
outside request signal is sent, so as to detect an 

30 approach of a person who intends to get in the vehicle. 

The certifying device 20 of the electronic key for getting 
in the vehicle is started working in a case where the 
approach detection sensor 26 detects the approach of the 



person who intends to get in the vehicle. The certifying 
device 20 determines whether the electronic key 24 is a 
key certified and registered for the vehicle in advance, 
namely whether the electronic key 24 held by the person 
5 approaching the vehicle can be certified, by comparing the 
ID information included in the response signal from the 
electronic key 24 with the ID of the electronic key 
certified and registered in advance. 

An engine starting switch 28, provided near the 

10 steering wheel in the vehicle room so that a driver can 
operate, is connected to the certifying device 22 of the 
electronic key for starting the engine. 

The engine starting switch 28 is, for exairple, a 
pushing pressure type switch for starting the vehicle 

15 engine from a driving stop state. The certifying device 
22 of the electronic key for starting the engine has an 
antenna for sending and receiving a signal situated in the 
vehicle room. The certifying device 22 sends a signal 
(hereinafter "^vehicle room inside request signal") for 

20 requesting a response from the electronic key 24 from the 
antenna toward the inside of the vehicle room in a case 
where the engine starting switch 28 is turned on for 
starting the engine, and receives a response signal sent 
from the electronic key 24. In a case where the 

25 certifying device 22 receives the response signal from the 
electronic key 24 after sending the vehicle room inside 
request signal, the certifying device 22 determines 
whether the electronic key 24 is a key certified and 
registered for the vehicle in advance, namely whether the 

30 electronic key 24 held by the person in the vehicle room 

can be certified, by comparing the ID information included 
in the response signal from the electronic key 24 with the 
ID of the electronic key certified and registered in 
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advance . 

A counter (hereinafter engine starting 
permission counter"') 30 indicating the number of permitted 
times of starting the engine after the vehicle door is 
5 unlocked by using a door lock motor 16 is installed in the 
certifying device 22 . The engine starting permission 
counter 30 has a count value for every electronic key 24, 
^0" or '^l" in this embodiment . 

The anti-theft vehicle device 10 further 

10 includes a human body certification information certifying 
device 32 installed in the vehicle. The human body 
certification information certifying device 32 has a 
camera 34 for photographing a face which is provided at a 
body pillar of the vehicle. The camera 34 photographs the 

15 face of a person who intends to get in the vehicle from 
the outside of the vehicle so as to produce a picture. 
The himan body certification information certifying device 
32 memorizes, in advance, information about specific 
features or configurations of all persons who get in the 

20 vehicle. In a case where the face of the person who 
intends to get in the vehicle is photographed by the 
camera 34, the human body certification information 
certifying device 32 extracts the specific features or 
configuration of the face of the person from the 

25 photographed picture and corrpares the extracted face and 
the faces of persons certified and registered in advance, 
so as to determine whether the photographed face is a face 
certified and registered for the vehicle, namely whether 
the human body certification information of the person who 

30 intends to get in the vehicle is confirmed. As discussed 
above, in this embodiment, the certifying device 32 
confirms the human body certification information of the 
person who intends to get in the vehicle based on the 
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photographed picture by using the camera 34. However, the 
present invention is not limited to this. The certifying 
device 32 may confirm the human body certification 
information of the person who intends to get in the 
5 vehicle based on a body specific feature of the person who 
intends to get in the vehicle such as a fingerprint, 
iris/retina, or vein. 

The above discussed door lock control device 12 , 
the engine starting device 14, the certifying device 20 of 

10 the electronic key for getting in the vehicle, the 

certifying device 22 of the electronic key for starting 
the engine, and the human body certification information 
certifying device 32 are connected to each other via a bus 
36 so that sending and receiving the information can be 

1 5 impl ement ed . 

Next, an operation of the anti-theft vehicle 
device 10 of the first embodiment of the present invention 
is discussed with reference to FIG. 2. FIG. 2 is a 
flowchart of a control routine irrplemented by the anti- 

20 theft vehicle device 10 of the first embodiment of the 
present invention. 

In this embodiment, in a case where the vehicle 
engine is not running and all of the vehicle doors are 
closed and locked, the vehicle room outside request signal 

25 is periodically sent from the antenna of the approach 

detection sensor 26 to the outside of the vehicle. If the 
person having the electronic key 24 approaches the vehicle 
under this state, the electronic key 24 reacts to the 
vehicle room outside request signal and sends the response 

30 signal including the designated response code and the ID 
code of the electronic key 24 to the vehicle. In a case 
where the approach detection sensor 26 does not receive 
the response signal from the electronic key 24 after 
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sending the vehicle room outside request signal, the 
approach detection sensor 26 determines that the person 
does not approach to the vehicle. In a case where the 
approach detection sensor 26 receives the response signal 
5 from the electronic key 24, the approach detection sensor 
26 detects that the person approaches the vehicle, and 
notifies the certifying device 20 that the person 
approaches the vehicle, and provides to the certifying 
device 20 the ID information of the electronic key 24. 

10 In a case where the approach of the person to 

the vehicle is reported by the approach detection sensor 
26, the certifying device 20 of the electronic key for 
getting in the vehicle is started working. The certifying 
device 20 determines whether the electronic key 24 held by 

15 the person approaching the vehicle is certified, by 

coirparing the ID information included in the reported 
contents with the ID of all of the electronic keys 
certified and registered in advance (S50) . As a result of 
this, in a case where the ID of the electronic key 24 is 

20 not consistent with any of the IDs registered for the 
vehicle in advance so that it is determined that the 
electronic key 24 is not confirmed, the process is 
completed without proceeding to further steps. In a case 
where the ID of the electronic key 24 is consistent with 

25 one of the IDs registered for the vehicle in advance so 
that it is determined that the electronic key 24 is 
confirmed, the ID information of the electronic key 24 is 
memorized and the certifying device 20 notifies to the 
human body certification information certifying device 32 

30 that the electronic key 24 held by the person who intends 
to get in the vehicle is confirmed. 

In a case where the hioman body certification 
information certifying device 32 is notified by the 
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certifying device 20 that the electronic key 24 held by 
the person who intends to get in the vehicle is confirmed 
at the time of getting in the vehicle, the camera 34 
photographs the face of the person who intends to get in 
5 the vehicle. Then the human body certification 

information certifying device 32 extracts the specific 
features or configuration of the face of the person from 
the photographed picture and compares the extracted face 
and the face of the person certified and registered in 

10 advance; so as to determine whether the photographed face 
is a face certified and registered for the vehicle (S52) . 
As a result of this, in a case where it is determined that 
the human body certification information is not confirmed, 
the process is completed without proceeding to further 

15 steps. In a case where it is determined that the human 
body certification information is confirmed, the human 
body certification information certifying device 32 sends 
a signal to the door lock control device 12 for 
instructing that the vehicle door 12 be switched from a 

20 locked state to an unlocked state and notifies the 

certifying device 22 of the electronic key for starting 
the engine that the human body information of the person 
who intends to get in the vehicle is confirmed. 

In a case where the door lock control device 12 

25 is instructed by the human body certification information 
device 32 that the vehicle door is to be switched to be 
unlocked, the door lock control device 12 supplies an 
instruction signal to the door lock motors 16 
corresponding to all of the vehicle doors so that the 

30 vehicle doors are unlocked (S54) . In this case, all of 
the locked vehicle doors are unlocked by radio 
communications between the devices installed in the anti- 
theft vehicle device 10 and the electronic key 24 held by 
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the person who intends to get in the vehicle. As a result 
of this f the person who intends to get in the vehicle can ' 
open the vehicle door and get in the vehicle room without 
operating the electronic key 24. 
5 In a case where the certifying device 22 of the 

electronic key for starting the engine is notified by the 
hiiman body certification information certifying device 32 
that the human body information of the person who intends 
to get in the vehicle is confirmed, the certifying device 

10 22 supplies a. signal for requesting the certifying device 
20 to send the ID information of the electronic key 24 
held by the person who intends to get in the vehicle for 
which the confirmation has been done. The certifying 
device 20 memorizes the ID information of the electronic 

15 key 24 held by the person who intends to get in the 

vehicle. In a case where a signal, requesting to send the 
ID information of the electronic key 24 memorized at the 
time when the person approaches the vehicle, is supplied 
from certifying device 22 to the certifying device 20 

20 after the certifying device 20 reports the confirmation of 
the electronic key 24 to the himan body certification 
information certifying device 32 , the certifying device 20 
sends the ID information of the electronic key 24 to the 
certifying device 22 . In a case where the certifying 

25 device 22 receives the ID information sent from the 
certifying device 20 after requesting the certifying 
device 20 to send the ID information of the electronic key 
24, the certifying device 22 changes the counter value 
indicated by the engine starting counter 30 corresponding 

30 to the ID of the electronic key 24 from ^0" to ^l'' (S56) . 

FIG. 3 is a schematic view showing a state 
transition of the engine start permission counter 30 of 
this embodiment. 
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In a case where the certifying device 22 is 
notified by the human body certification information 
certifying device 32 that the hioman body information of 
the person who intends to get in the vehicle is confirmed, 
5 the certifying device 22 supplies a signal for requesting 
the certifying device 20 to send the ID information of the 
electronic key 24, and then the ID information that is 
""002" of the electronic key 24 sent from the certifying 
device 20 is received by the certifying device 22, and as 

10 shown in FIG. 3, the count value of the engine starting 

permission counter 30 corresponding to the electronic key 
24 whose ID is ^002" is changed from ^0" to ""l". 

Next, in a case where the engine starting switch 
28 is turned on while the engine is stopped running after 

15 the person gets in the vehicle, namely in a case of "^yes" 
in the step 58, the vehicle room inside request signal is 
sent from the antenna of the certifying device 22 to the 
inside of the vehicle. Under this state, in a case where 
a person having the electronic key 24 is inside of the 

20 vehicle, that is a person who intends to start the engine 
has the electronic key 24, the electronic key 24 reacts to 
the vehicle room inside request signal and sends the 
response signal including the designated response code and 
the ID code of the electronic key 24 to the certifying 

25 device 22. 

In a case where the certifying device 22 does 
not receive the response signal from the electronic key 24 
after sending the vehicle room inside request signal, the 
certifying device 22 determines that the person who 
30 intends to start the engine does not have the electronic 

key 24. In a case where the certifying device 22 receives 
the response signal from the electronic key 24, the 
certifying device 22 detects that the person who intends 



to start the engine has the electronic key 24, compares 
the ID information of the electronic key 24 included in 
the response signal with the IDs of all the electronic 
keys that are certified and registered in advance, and 
5 . determines whether the electronic key 24 held by the 

person who intends to start the engine is confirmed (S60) . 
As a result of this, in a case where the ID of the 
electronic key 24 is not consistent with the IDs 
registered for the vehicle in advance so that it is 

10 determined that the electronic key 24 is not confirmed, 
the process is completed without proceeding to further 
steps. In a case where the ID of the electronic key 24 is 
consistent with one of the IDs registered for the vehicle 
in advance so that it is determined that the electronic 

15 key 24 is confirmed, the counter value indicated by the 

engine starting permission counter 30 corresponding to the 
ID of the electronic key 24 is referred so that whether 
the counter value is '^1'' is determined (S62) . 

In a case where the engine starting permission 

20 counter indicates a counter value of not "^1" but *^0", the 
counter value has not been changed from ^^0" to ^1" at a 
door unlock timing, and therefore it is determined that 
the electronic key 24 held by the person who intends to 
start the engine is not an electronic key used at the door 

25 unlock timing. Therefore, in this case, it is proper not 
to start the engine even if the electronic key 24 held by 
the person who intends to start the engine is confirmed. 
On the other hand, in a case where the engine starting 
permission counter indicates a counter value of ^1", the 

30 counter value has been changed from "^0" to ^^1" at a door 
unlock timing, and therefore it is determined that the 
electronic key 24 held by the person who intends to start 
the engine is identical to the electronic key used at the 
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door unlock timing. Therefore, in this case, the engine 
can be started. In a case where the certifying device 22 
determines that the ID of the electronic key 24 is 
consistent with one of the IDs registered for the vehicle 
5 in advance so that the electronic key 24 is confirmed and 
then that coxinter value indicated by the engine starting 
permission counter 30 corresponding to the ID of the 
electronic key 24 is '^l", an instruction signal for 
starting the engine is supplied to the engine starting 
10 device 14. 

In a case where the engine starting device 14 is 
instructed by the certifying device 22 so as to make the 
engine start, the engine starting device 14 supplies an 
instruction signal for starting the engine to the engine 

15 starter 18 (S64) . In this case, the vehicle engine is 
started so that the vehicle can be driven, by radio 
communications between the devices installed in the anti- 
theft vehicle device 10 after the engine starting switch 
28 is operated and the electronic key 24 is held by the 

20 person who intends to start the engine. 

The engine starting device 14 determines whether 
the engine runs independently from the engine starter 18 
after a designated time- (for exairple 5. seconds) passes 
after the engine is started (S66) . As a result of this, 

25 if the engine starting device 14 determines that the 

engine is not running, the engine starting device 14 makes 
the process end. On the other hand, if the engine 
starting device 14 determines that the engihe is running, 
the engine starting device 14 supplies an instruction 

30 signal to the certifying device 22 so that the count value 
that corresponds to the ID of the designated electronic 
key 24 and is determined as '^1'' is decremented to ""0". In 
a case where the certifying device 22 is, after 
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instructing the engine starting device 14 to start the 
engine, instructed by the engine starting device 14 so 
that the count value indicated by the engine starting 
permission counter 30 is decremented, the count value 
5 corresponding to the ID of the electronic key 24 which is 
confirmed at the engine starting time is reset to ^0" 
(S68) . 

Under the structure of the above discussed anti- 
theft vehicle device 10, the unlocking of the locked 

10 vehicle door is realized when the electronic key 24 held 
by the person who intends to get in the vehicle is 
confirmed to be consistent with a key certified and 
registered to the vehicle side in advance and when the 
human body certification information of the person is 

15 confirmed to be consistent with the information certified 
and registerefd to the vehicle side in advance. That is, 
even if the person who intends to get in the vehicle has 
the electronic key 24, as long as the electronic key 24 is 
not certified and registered at the vehicle side or the 

20 human body certification information is not certified and 
registered at the vehicle side, the vehicle door is not 
unlocked. Therefore, according to this embodiment, it is 
possible to ensure high security regarding linlocking the 
vehicle door. 

25 . In addition, under the structure of the above 

discussed anti-theft vehicle device 10, the engine is 
started when the electronic key 24 held by the person who 
intends to start the engine is confirmed to be consistent 
with a key certified and registered to the vehicle side in 

30 advance and when the electronic key 24 is an electronic 
key permitted to start the engine based on the counter 
value of the engine starting permission counter 30. That 
is, even if the person who intends to get in the vehicle 
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and start the engine has the electronic key 24, as long as 
the electronic key 24 is not certified and registered at 
the vehicle side or the electronic key 24 is not a key 
permitted to start the engine while the human body 
5 certification information is certified and registered at 
the vehicle side, the vehicle engine is not started. 

The electronic key 24 permitted to start the 
engine is an electronic key having an ID wherein the 
counter value of the engine starting permission counter 30 

10 is changed to ^1" when the vehicle door is unlocked by 

confirming the ID of the electronic key 24 and the human 
body certification information. Not only that the 
electronic key 24 held by the person who intends to start 
the engine is confirmed that it is consistent with a key 

15 certified and registered to the vehicle side in advance 
but also that the electronic key 24 is an electronic key 
permitted to start the engine, are conditions for starting 
the. engine. Hence, it is p)ossible to realize the same 
effect as an effect achieved by confirming again the human 

20 body . certification information for starting the engine. 

Therefore, according to this embodiment, as compared with 
a structure where the engine is started only when the 
electronic key 24 held by the person who intends to start 
the engine is confirmed that it is consistent with a key 

25 certified and registered to the vehicle side, it is 

possible to achieve a higher security level for starting 
the vehicle engine. 

Furthermore, under this structure, it is not 
necessary to confirm the human body certification 

30 information of the person getting in the vehicle at the 
time of starting the engine for the purpose, of ensuring 
security regarding the starting of the engine. 
Accordingly, it is not necessary to separately provide a 
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human body certification information certifying device for 
door unlocking and a human body certification information 
certifying device for starting the engine. As for the 
entirety of the anti-theft vehicle device 10 which unlocks 
5 the door and starts the engine, it is possible to make the 
size of the device small without reducing security and to 
achieve a low cost. 

Thus, according to the anti-theft vehicle device 
10 of this embodiment, it is possible to realize unlocking 

10 the door of the vehicle and starting the engine with a 
simple structure and without reducing the security by 
commonly confirming the human body certification 
information. Therefore, it is possible to securely 
prevent the theft of the vehicle based on unlocking of the 

15 door or starting the engine by a suspicious person, with a 
simple structure. 

In this CTnbodiment, when the count value 
indicated by the engine starting permission counter 30 is 
'^l'', the vehicle engine is permitted to be started. When 

20 the count value is reset to ^0", the engine is prevented 
from starting as long as the state of the vehicle door is 
not switched from locked to unlocked by the above- 
mentioned method. This coxint value is changed from ''0'' to 
'"l" at the time when the vehicle door is unlocked by 

25 confirming the ID of the electronic key 24 held by the 
person who intends to get in the vehicle and confirming 
the human body certification information of the person. 
After that, the count values is reduced only when the 
engine is run after a designated time passes after the 

30 engine is started, and is reset to ^0". That is, even if 
the engine is started, as long as time for running the 
engine is short, the count value is not reset to '"O". 
Therefore, in a case where the engine fails to start due 
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to the atmosphere outside of the vehicle or other 
conditions, it is possible to ensure to restarting the 
engine without preventing starting the engine and thereby 
usefulness to a person getting in the vehicle can be 
5 improved. Furthermore, in a case where the electronic key 
24 is stolen after the door is unlocked, since the engine 
can be started only one time, it is possible to prevent 
the value of the use of the vehicle from being reduced. 
Furthermore, as described above, under a 

10 structure where the count value of the engine starting 
permission counter 30 is not reset when the running time 
of the engine after the engine is started is short, it is 
possible to make a maximiam number of times for permitting 
starting the engine after door unlocking, under 

15 consideration of failure of the starting of the engine, as 
small as possible. 

In the first embodiment, the certifying device 
20 of the electronic key for getting in the vehicle 
corresponds to ^certifying means of an electronic key for 

20 getting in a vehicle'' in claims, the human body 

certification information certifying device 32 corresponds 
to ^human body certification information certifying means 
in claims, the door lock control device 12 corresponds to 
'^door lock control means'' in claims, the engine starting 

25 permission counter 30 corresponds to '"memory means" in 

claims, the certifying device 22 of the electronic key for 
starting the engine corresponds to ''certifying means of an 
electronic key for starting an engine", and the engine 
starting device 14 corresponds to engine starting control 

30 means" in claims, and a function whereby an instruction 
signal for decrementing the count value corresponding to 
the ID of the specific electronic key 24 of the engine 
starting permission counter 30 to ""0" is supplied from the 
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engine starting device 14 to the certifying device 22 
corresponds to a function of "^permission nxmiber reducing 
means'' in claims. 

Meanwhile, in the above-discussed first 
5 embodiment, the count value of the engine starting 

permission counter 30 is set as ^1" at the time of door 
unlocking and then the count value is reset under the 
consideration of the failure of the engine starting in a 
case where the running time after the engine is started is 

10 relatively long. However, the present invention is not 
limited to this. The count value of the engine starting 
permission counter 30 may be set as a designated value 
more than "^2" at the time of door unlocking and then the 
count value may be decremented every time when the engine 

15 is started. Under this structure, it is possible to 

permit starting the engine plural time after the door is 
unlocked and to restart the engine after the failure of 
starting the engine, so that it is possible to improve the 
convenience to the person getting in the vehicle. 

20 In the first embodiment, the count value of the 

engine starting permission counter 30 is reset in a case 
where the running time after the engine is started is 
relatively long. But, the present invention is not 
limited to this. The count value of the engine starting 

25 permission counter 30 may be reset in a case where a 

rotation number of the engine reaches a designated number 
or a distance driven by the vehicle after the engine is 
started reaches the designated distance. 



30 [Second embodiment] 

FIG. 4 is a block diagram showing a system 
structure of an anti- theft vehicle device 100 of the 
second embodiment of the present invention. In FIG. 4, 
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parts that are the same as the parts shown in FIG. 1 are 
given the same reference niomerals, and explanation thereof 
is omitted. As shown in FIG. 4, the anti-theft vehicle 
device 100 of the second embodiment of the present 
5 invention includes the door lock control device 12 , the 
engine starting device 14, a certifying device 102 of an 
electronic key for starting an engine and a certifying 
device 104 of an electronic key for getting in a vehicle 
which are installed in the vehicle, and- the electronic key 

10 24 held by the person " getting . in the vehicle.. The 

certifying device 104 of the electronic key for getting in 
the vehicle and the certifying device 102 of the 
electronic key for starting the engine memorize the ID 
information of the electronic key 24 that is certified and 

15 registered in advance to be permitted to be used for the 
vehicle . 

An engine starting switch 28 is connected to the 
certifying device 102 of the electronic key for starting 
the engine. The certifying device 102 of the electronic 

20 key for starting the engine has an antenna for sending and 
receiving a signal situated in the vehicle room. The 
certifying device 102 sends a vehicle room inside request 
signal from the antenna toward the inside of the vehicle 
room in a case where the engine starting switch 28 is 

25 turned on for starting the engine, and receives a response 
signal sent from the electronic key 24. In a case where 
the certifying device 102 receives the response signal 
from the electronic key 24 after sending the vehicle room 
inside request signal, the certifying device 102 

30 determines whether the electronic key 24 is a key 

certified and registered for the vehicle in advance, 
namely whether the electronic key 24 held by the person in 
the vehicle room can be certified, by comparing the ID 
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information included in the response signal from the 
electronic key 24 with the ID of the electronic key 
certified and registered in advance. 

An approach detection sensor 26 is connected to 
5 the certifying device 104 of the electronic key for 

getting in the vehicle. The certifying device 104 of the 
electronic key for getting in the vehicle is started 
working in a case where the approach detection sensor 26 
detects the. approach of a person who intends to get in the 

10 vehicle. The certifying device 104 determines whether the 
electronic key 24 is a key certified and registered for 
the vehicle in advance, namely whether the electronic key 
24 held by the person approaching the vehicle can be 
certified, by comparing the ID information included in the 

15 response signal from the electronic key 24 with the ID of 
the electronic key certified and registered in advance. 

A counter (hereinafter ""door unlocking 
permission counter") 106 indicating the nxamber of 
permitted times of unlocking of the vehicle door after the 

20 vehicle engine is started by using the engine starter 18 
is installed in the certifying device 104. The door 
unlocking permission counter 106 has a count value for 
every electronic key 24, ''O" or ^1" in this embodiment. 

The anti-theft vehicle device 100 further 

25 includes a hijman body certification information certifying 
device 108 installed in the vehicle. The human body 
certification information certifying device 108 has a 
camera 110 for photographing a face which is provided at a 
body pillar of the vehicle. The camera 110 photographs 

30 the face of a person who intends to get in the vehicle 

from the outside of the vehicle so as to produce a picture. 
The human body certification information certifying device 
108 memorizes, in advance, information about specific 
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features or configurations of all of the persons who may 
get in the vehicle. In a case where the face of the 
person who intends to get in the vehicle is photographed 
by the camera 110, the hioman body certification 
5 information certifying device 108 extracts the specific 
features or configuration of the face of the person from 
the photographed picture and compares the extracted face 
and a face of the person certified and registered in 
advance, so as to determine whether the photographed face 

10 is a face certified and registered for the vehicle, namely 
whether the human body certification information of the 
person who intends to get in the vehicle is confirmed. As 
discussed above, in this oribodiment, the certifying device 
108 confirms the human body certification information of 

15 the person who intends to get in the vehicle based on the 
photographed picture by using the camera 110. However, 
the present invention is not limited to this . The 
certifying device 108 may confirm the human body 
certification information of the person who intends to get 

20 in the vehicle based on a body specific feature of the 
person who intends to get in the vehicle such as a 
fingerprint, iris /retina, or vein. 

The above discussed door lock control device 12, 
the engine starting device 14, the certifying device 104 

25 of the electronic key for getting in the vehicle, the 

certifying device 102 of the electronic key for starting 
the engine, and the human body certification information 
certifying device 108 are connected to each other via a 
bus 112 so that sending and receiving the information can 

30 be inplemented. 

Next, an operation of the anti-theft vehicle 
device 100 of the second embodiment of the present 
invention is discussed with reference to FIG. 5. FIG. 5 
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is a flowchart of a control routine implemented by the 
anti-theft vehicle device 100 of the second embodiment of 
the present invention. 

In this embodiment, when the engine starting 
5 switch 28 is turned on while the engine is stopped running 
after the person gets in the vehicle, namely in a case of 
'"yes" in the step 58 (FIG, 2) , the vehicle room inside 
request signal is sent from the antenna of the certifying 
device 102 to the inside of the vehicle. Under this state, 

10 in a case where a person- having the electronic key 24 is 
inside of the vehicle, that is a. person who intends to 
start the engine has the electronic key 24, the electronic 
key 24 reacts to the vehicle room inside request signal 
and sends the response signal including the designated 

15 response code and the ID code of the electronic key 24 to 
the certifying device 102 . 

In a case where the certifying device 102 does 
not receive the response signal from the electronic key 24 
after sending the vehicle room inside request signal, the 

20 certifying device 102 determines that the person who 

intends to start the engine does not have the electronic 
key 24 . In a case where the certifying device 102 
receives the response signal from the electronic key 24, 
the certifying device 102 detects that the person who 

25 intends to start the engine has the electronic key 24, 
compares the ID information of the electronic key 24 
included in the response signal with the IDs of all of the 
electronic keys that are certified and registered in 
advance, and determines whether the electronic key 24 held 

30 by the person who intends to start the engine is confirmed 
(S150) . As a result of this, in a case where the ID of 
the electronic key 24 is not consistent with the ID 
registered for the vehicle in advance so that it is 
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determined that the electronic key 24 is not confirmed, 
the process is completed without proceeding to further 
steps. In a case where the ID of the electronic key 24 is 
consistent with the ID registered for the vehicle in 
5 advance so that it is determined that the electronic key 
24 is confirmed, the certifying device 102 memorizes the 
ID information of the electronic key 24 and reports the 
confirmation of the electronic key 24 held by the person 
who intends to start the engine , to the . hiaman body 

10 certification information certifying device 108. 

In a case where the human body certification 
information certifying device 108 is notified by the 
certifying device 102 that the electronic key 24 held by 
the person who intends to get in the vehicle is confirmed 

15 at the time when the engine is started, the camera 110 

photographs the face of the person who intends to get in 
the vehicle. Then the human body certification 
information certifying device 108 extracts the specific 
feature or configuration of the face of the person from 

20 the photographed picture and compares the extracted face 
and the face of the person certified and registered in 
advance, so as to determine whether the photographed faces 
is a face certified and registered for the vehicle (S152) . 
As a result of this , in a case where it is determined that 

25 the human body certification information is not confirmed, 
the process is completed without proceeding to further 
steps . In a case where it is determined that the human 
body certification information is confirmed, the human 
body certification information certifying device 108 sends 

30 a signal to the engine starting device 14 for instructing 
that the engine be started and notifies the certifying 
device 104 that the human body information of the person 
who intends to start the engine is confirmed. 
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*In a case where the engine starting device 14 is 
instructed by the certifying device 108 so as to make the 
engine start, the engine starting device 14 supplies an 
instruction signal for starting the engine to the engine 
5 starter 18 (S154) . In this case, the vehicle engine is 
started so that the vehicle can be driven, by radio 
communication between the devices installed in the anti- 
theft vehicle device 10 after the engine starting switch 
28 is operated and the electronic key 24 held by the 

10 person who intends to start the engine. 

In a case where the certifying device 104 of the 
electronic key for getting in the vehicle is notified by 
the human body certification information certifying device 
108 that the human body information of the person who 

15 intends to start the engine is confirmed, the certifying 

device 104 supplies a signal for requesting the certifying 
device 102 to send the ID information of the electronic 
key 24 held by the person who intends to start the engine 
for which the confirmation has been done. The certifying 

20 device 102 memorizes the ID information of the electronic 
key 24 held by the person who intends to start the engine. 
In a case where a signal, requesting to send the ID 
information of the electronic key 24 memorized at the time 
when the engine is started, is supplied from the 

25 certifying device 104 to the certifying device 102 after 
the certifying device 102 reports the confirmation of the 
electronic key 24 to the human body certification 
information certifying device 108, the certifying device 
102 sends the ID information of the electronic key 24 to 

30 the certifying device 104. In a case where the certifying 
device 104 receives the ID information sent from the 
certifying device 102 after requesting the certifying 
device 102 to send the ID information of the electronic 
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key 24, as shown in FIG. 3, the certifying device 102 
changes the counter value indicated by the door unlocking 
permission counter 106 corresponding to the ID of the 
electronic key 24 from ""O" to ''l" (S156) . 
5 Next, in a case where the vehicle engine is 

stopped running, the person in the vehicle gets out of the 
vehicle, all of the vehicle doors are locked, and the 
vehicle room outside request signal is periodically sent 
from the antenna of the . approach detection sensor 26 

10 connected to the certifying device 104 to the outside of 
the vehicle. If the person having the electronic key 24 
approaches the vehicle under this state, the electronic 
key 24 reacts to the vehicle room outside request signal 
and sends the response signal including the designated 

15 response code and the ID code of the electronic key 24 to 
the vehicle. In a case where the approach detection 
sensor 26 does not receive the response signal from the 
electronic key 24 after sending the vehicle outside 
request signal, the approach detection sensor 26 

20 determines that the person does not approach the vehicle. 
In a case where the approach detection sensor 26 receives 
the response signal from the electronic key 24, the 
approach detection sensor 26 detects that the person 
approaches the vehicle and notifies the certifying device 

25 104 that the person approaches the vehicle and provide to 
the certifying device 104 the ID information of the 
electronic key 24 (S158) . 

The certifying device 104 is started when 
receiving the notification of the approach of the person 

30 to the vehicle from the approach detection sensor 26. The 
certifying device 104 compares the ID information of the 
electronic key 24 included in the notification with the 
IDs of all of electronic keys that are certified and 
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registered in advance^ and determined whether the 
electronic key 24 held by the person who approaches the 
vehicle is confirmed (SI 60) . As a result of this^ in a 
case where the ID of the electronic key 24 is not 
5 consistent with any of the IDs registered for the vehicle 
in advance so that it is determined that the electronic 
key 24 is not confirmed, the process is coirpleted without 
proceeding to further steps. In a case where the ID of 
the electronic key 24 is consistent with one of the IDs 

10 registered for the vehicle in advance so that it is 

determined that the electronic key 24 is confirmed, the 
counter value indicated by the door locking permission 
counter 106 corresponding to the ID of the electronic key 
24 is referred to so that whether the counter value is '"l" 

15 is determined (S162) . 

In a case where the door locking permission 
counter indicates a counter value of not "^l" but '^O", the 
counter value has not been changed from ^0" to ""l" at a 
door unlock timing, and therefore it is determined that 

20 the electronic key 24 held by the person who intends to 

get in the vehicle is not the electronic key used for the 
engine starting. Therefore, in this case, it is proper 
not to xinlock the door even if the electronic key 24 held 
by the person who intends to get in the vehicle is 

25 confirmed. On the other hand, in a case where the door 
locking permission counter indicates a counter value of 
"^l", the counter value has been changed from ^0" to "^1" at 
the engine starting, and therefore it is determined that 
the electronic key 24 held by the person who intends to 

30 get in the vehicle is identical to the electronic key used 
for the engine starting. Therefore, in this case, the 
door can be unlocked. In a case where the certifying 
device 104 determines that the ID of the electronic key 24 



-39- 

is consistent with the ID registered for the vehicle in 
advance so that the electronic key 24 is confirmed and 
then the counter value indicated by the door unlocking 
permission counter 106 corresponding to the ID of the 
5 electronic key 24 is '^1'', a instruction signal for 

switching the state of the door from a locking state to an 
unlocking state is supplied to the door locking control 
device 12 . 

In a case where the door lock control device 12 

10 is instructed by the certifying device 104 that the 

vehicle door is to be switched to unlocked, the door lock 
control device 12 supplies a instruction signal to the 
door lock motors 16 corresponding to all of the vehicle 
doors so that the vehicle doors are unlocked (S164) . In 

15 this case, all of the locked vehicle doors are unlocked by 
radio communications between the devices installed in the 
anti-theft vehicle device 100 and the electronic key 24 
held by the person who intends to get in the vehicle. As 
a result of this, the person who intends to get in the 

20 vehicle can open the vehicle door and get in the vehicle 
room without operating the electronic key 24. 

The door locking control device 12 determines 
whether the door is opened after the door is unlocked 
(S166) . As a result of this, if the door locking control 

25 device 12 determines that no door is opened, the door 

locking control device 12 makes the process end. On the 
other hand, if the door locking device 12 determines that 
any door is opened, the door locking device 12 supplies an 
instruction signal to the certifying device 104 so that 

30 the count value that corresponds to the ID of the 

designated electronic key 24 and is determined as ''1'' is 
decremented to ''O". In a case where the certifying device 
104 is, after instructing the door locking control device 
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12 to unlock the door, instiructed by the door locking 
device 12 so that the count value indicated by the door 
unlocking permission counter 106 is decremented, the count 
value corresponding to the ID of the electronic key 24 
5 which is confirmed at the engine starting time is reset to 
^0'' (S168) . 

Under the structure of the above discussed anti- 
theft vehicle device 100, the engine is started when the 
electronic key 24 held by the person who intends to start 

10 the engine is confirmed to be consistent with a key 

certified and registered to the vehicle side in advance 
and when the hioman body certification information of the 
person is confirmed to be consistent with the information 
certified and registered to the vehicle side in advance. 

15 That is, even if the person who intends to get in the 

vehicle and start the engine has the electronic key 24^ as 
long as the electronic key 24 is not certified and 
registered at the vehicle side or the hviman body 
certification information is not certified and registered 

20 at the vehicle side, the vehicle engine is not started. 

Therefore, according to this onbodiment, it is possible to 
ensure high security pertaining unlocking the vehicle door. 

Under the structure of the above discussed anti- 
theft vehicle device 100, the unlocking of the locked 

25 vehicle door is realized when the electronic key 24 held 
by the person who intends to get in the vehicle is 
confirmed to be consistent with a key certified and 
registered to the vehicle side in advance and when the 
electronic key 24 is an electronic key permitted to unlock 

30 the door based on the counter value of the door unlocking 
permission counter 106. That is, even if the person who 
intends to get in the vehicle has the electronic key 24, 
as long as the electronic key 24 is not certified and 
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registered at the vehicle side or the electronic key 24 is 
not a key permitted to unlock the door while the hiJinan 
body certification information is certified and registered 
at the vehicle side, the vehicle door is not unlocked. 
5 The electronic key 24 permitted to unlock the 

door is an electronic key having an ID wherein the counter 
value of the door unlock permission counter 106 is changed 
to ^l"' when the engine is started by confirming the ID of 
the electronic key 24 and the human body certification 

10 information. Not only that the electronic key 24 held by 
the person who intends to get in the vehicle is confirmed 
to be consistent with a key certified and registered to 
the vehicle side in advance^ but also that the electronic 
key 24 is an electronic key permitted to unlock the door, 

15 are conditions for unlocking the door. Hence, it is 

possible to realize the same effect as an effect achieved 
by confirming again the human body certification 
information for unlocking the door. Therefore, according 
to this embodiment, as compared with a structure where the 

20 door is unlocked only when the electronic key 24 held by 
the person who intends to get in the vehicle is confirmed 
that it is consistent with a key certified and registered 
to the vehicle side, it is possible to achieve a higher 
security level for unlocking the door. 

25 Furthermore, under this structure, it is not 

necessary to confirm the human body certification 
information of the person getting in the vehicle at the 
time of unlocking the door for the purpose of ensuring 
security regarding unlocking the door. Accordingly, it is 

30 not necessary to separately provide a human body 

certification information certifying device for door 
unlocking and a human body certification information 
certifying device for starting the engine. As for the 
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entirety of the anti*- theft vehicle device 100 which 
unlocks the door and starts the engine, it is possible to 
make the size of the device small without reducing 
security and to achieve a low cost. 
5 Thus, according to the anti- theft vehicle device 

100 of this embodiment, it is possible to realize 
unlocking the door of the vehicle and starting the engine 
with a siirple structure and without losing security by 
cornmonly confinaing the human body certification 
10 information. Therefore, it is possible securely prevent 
the theft of the vehicle based on unlocking the door or 
starting the engine by a suspicious person, with a siirple 
structure . 

In this embodiment, when the count value 

15 indicated by the door unlocking permission counter 106 is 
"^1", the door is permitted to be unlocked. When the count 
value is reset to ^0", the door is prevented from being 
unlocked as long as the engine has not been started by the 
above-mentioned method. This count value is changed from 

20 ^^0" to "^l" at the time when the engine is started by 

confirming the ID of the electronic key 24 held by the 
person who intends to start the engine and confirming the 
human body certification information of the person • After 
that, the count value is reduced and is reset to ^^0" only 

25 when the engine is stopped, the person is gets out, the 

door is locked, the door is unlocked, and then the door is 
opened. That is, even if the door is unlocked, as long as 
the door is not opened, the count value is not reset to 
''O". Therefore, in a case where the door is locked after 

30 being unlocked but not opened, it is possible to ensure 
security regarding unlocking the door without preventing 
unlocking the door and thereby usefulness to a person 
getting in the vehicle can be improved. Furthermore, in a 
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case where the electronic key 24 is stolen after the 
engine is started, since unlocking the door is permitted 
only one time, it is possible to prevent the vehicle from 
being stolen and prevent the value of the use of the 
5 vehicle from being reduced. 

Furthermore, as described above, under a 
structure where the count value of the door unlocking 
permission counter 106 is not reset when the door is not 
opened after being unlocked, it is possible to make a 

10 maximum- number of times for permitting unlocking the door 
after the engine is started as small as possible. 

In the second CTibodiment, the certifying device 
102 of the electronic key for starting the engine 
corresponds to ^certifying means of an electronic key for 

15 starting an engine", and the certifying device 104 of the 
electronic key for getting in the vehicle corresponds to 
'^certifying means of an electronic key for getting in a 
vehicle" in claims, the door unlocking permission counter 
106 corresponds to ^memory means" in claims, and a 

20 function whereby an instruction signal for decrementing 
the count value corresponding to the ID of the specific 
electronic key 24 of the door unlocking permission counter 
106 to ''O" is supplied from the door locking control 
device 12 to the certifying device 104 corresponds to a 

25 function of ^permission niamber reducing means" in claims. 

Meanwhile, in the above-discussed second 
embodiment, the count value of the door unlocking 
permission counter 30 is set as ^1" at the time of 
starting the engine and then the count value is reset 

30 after the engine is stopped, the door is locked and 

unlocked and then opened. However, the present invention 
is not limited to this. The count value of the door 
unlocking permission counter 106 may be set as a 
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designated value more than ^2" at the time of starting the 
engine and then the count value may be decremented every 
time when the door is unlocked. Under this structure, it 
is possible to permit unlocking the door plural times 
5 after the engine is started or unlocking the door again 
after the failure of unlocking the door, so that it is 
possible to irrprove the convenience to the person getting 
in the vehicle. 

In the above-mentioned first and second 

10 embodiments, regardless of whether the electronic key 24 
is a master key or a spare key, the count value of the 
engine starting permission counter 30 is set as "^1" at the 
time of door unlocking or the count value of the door 
unlocking permission counter 106 is set as ^l'' at the time 

15 of engine starting. A set value (maximiam value) larger 
than ''l" of the engine starting permission counter 30 or 
the door unlocking permission counter 106, set for every 
electronic key 24, may be memorized and the coimter value 
may be set to the maximum value for every electronic key 

20 24. 

For exaitple, in a case of a test ride at a 
vehicle seller (car dealer) , assuming that an electronic 
key 24 held by a staff member of the dealer is different 
from an electronic key 24 used for the user, as shown in 

25 FIG. 6, a maximim number of the counter values of the 

counters 30 and 106 against the electronic key 24 (ID; 001, 
002) held by the staff member of the dealer is set as 
plural time such as 10 times or 100 times. On the other 
hand, a maximum number of the counter values of the 

30 counters 30 and 106 against the electronic key 24 (ID; 003 
through OOX) held by the user is set as a single time or 
two times. The staff member of the dealer frequently 
moves the vehicle and exhibits the vehicle without locking 
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the door of the vehicle whose engine is stopped during 
business hours. In addition, in a case where the locked 
vehicle door is unlocked, the inside of the vehicle may be 
cleaned without starting the engine. On the other hand, 
5 since the user generally gets in the vehicle and then 
starts driving the vehicle, it seldom happens that the 
user often gets in and out the vehicle or that the engine 
is often repeatedly started and stopped. Therefore, as 
described above, if the maximum value of the count value 

10 is different for every electronic key 24, plural times of 
starting the engine after the door is unlocked or plural 
times of unlocking the door after the engine is started 
can be permitted for every electronic key 24, and for 
different numbers of times. Therefore, it is possible to 

15 realize engine starting or door unlocking suitable for 
each of the persons getting in the vehicle. 

In the above mentioned example, maximijm numbers 
of the counter values of the counters 30 and 106 set for 
every electronic key 24 are memorized and the count value 

20 is set to the maximum value used for every electronic key 
24. Maximum numbers of the counter values of the counters 
30 and 106 set for every person whose human body 
certification information is confirmed are memorized and 
. the count value is set to the maximum value for every 

25 person whose human body certification information is 

confirmed at the time when the door is unlocked or the 
engine is started. In this case, the count value 
corresponding to the electronic key 24 used when the human 
body certification information is confirmed is set and 

30 then it is determined whether the electronic key 24 is an 
electronic key which is permitted for starting the engine 
or unlocking the door at the time of starting the engine 
or unlocking the door. 
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For example, as shown in FIG. 7, for a vehicle 
for a family, a maximiam nimiber for permitting the engine 
being started after the door is \inlocked, namely the 
maximijm number of the counter value of the counter 30, is 
5 set, a maximum n\miber corresponding to a person whose 

human body certification information is confirmed at the 
time of door unlocking is read, and the maximum number is 
memorized by linking with an ID of the electronic key 24 
used for door \mlocking. The maximum nimber of times of 

10 starting the engine, corresponding to the person mCTiorized 
corresponding to the electronic key 24, is permitted. 
Under this structure, even if the door is permitted to be 
unlocked by a person who is under 18 years old and 
prohibited from driving, it is possible to prevent the 

15 engine from being started. Therefore, as described above, 
if the maximum value of the count value is different for 
every person, it is possible to permit different plural 
times of starting the engine after unlocking the door or 
the door unlocking after the engine is started, for every 

20 person whose human body certification information is 

confirmed. Hence, it is possible to realize starting the 
engine or unlocking the door for every person getting in 
the vehicle. 

In the above-mentioned first and second 

25 embodiments, at the time of door unlocking and starting 
the engine in a case where the electronic key 24 is 
confirmed and the human body certification information is 
confirmed, the count values of the counters 30 and 106 
corresponding to ID of the electronic key 24 are set ^1" 

30 so that the ID information of the electronic key 24 is 

memorized at the vehicle side. Since future starting of 
the engine or unlocking the door is permitted at the time 
of door locking or starting the engine, the information 
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that the human body certification information is confirmed 
may be read or deleted from the electronic key 24. Under 
this structure, for realizing starting the engine by using 
the electronic key 24 after the door is unlocked, it is 
5 necessary for the electronic key 24 for starting the 

engine to be an electronic key where the information is 
written at the time when the door is unlocked. Hence, it 
is possible to obtain the same effect as an effect 
achieved by reconfirming the human body certification 

10 information at the time of starting the engine. 

Accordingly, it is not necessary to separately 
provide the hiaman body certification information 
certifying device for door unlocking and the human body 
certification information certifying device for starting 

15 the engine. As the entirely of the anti-theft vehicle 
device 10 or 100 which unlocks the door and starts the 
engine, it is possible to make the size of the device 
small without reducing security and to achieve a low cost. 
In this case, information about the maximum 

20 number of times for permitting starting the engine or 

unlocking the door may be written in at the time when the 
human body certification information is confirmed as being 
written in the electronic key 24. In addition, as for the 
count values in the first and second embodiments, the 

25 information may be deleted or the nvirriber of permissions 
may be reduced when a designated time for continuing 
running the engine passes or the unlocked door is opened. 

In the above-discussed first and second 
embodiments, a system where a so-called smart key" that 

30 is an electronic key not requiring a human operation for 
communication with a vehicle machine side is employed is 
used. However, the present . invention is not limited to 
this. The present invention can be applied to a system 



where an electronic key requiring a human operation for 
coinmuni cation with a vehicle machine side is employed can 
be used. 

The present invention is not limited to these 
embodiments, but variations and modifications may be made 
without departing from the scope of the present invention. 



